






































Migration of 6,300+ Hosts to GNU/Linux
How to Provision, Install, Configure, and Keep Thousands of Debian and Debian-Based
Systems Updated

DevOps Milestones & Automation Achievements

Based on gcoop & Banco Credicoop Infrastructure Project (2018–2022)



Project Scope & DevOps Objective
Scale: 300  bank branches ~6,300+  workstations & servers

Goal: Zero-downtime migration from legacy W2K to GNU/Linux
DevOps Approach: Infrastructure as Code (IaC), Centralized Orchestration, CI/CD
Pipelines, Automated Inventory & Compliance



Phase 1: Lab & Proof of Concept (6 months)

Validated FreeIPA / ActiveDirectory integration for unified SSO/auth
Proved PXE netboot → Debian NetInstall → Proxmox automation via AWX
Defined target architecture: 1  bare-metal server + 10  KVM VMs per branch



Phase 2: Development & IaC (1 year)
Built >200  Git repositories (playbooks, roles, AWX configs)
Automated server lifecycle: iDRAC control → PXE boot → Proxmox → VM provisioning
Workstation strategy: Factory base image + AWX-driven config sync & enrollment
Centralized inventory & job templates managed entirely via code (no GUI drift)



Phase 3: Staging & Validation (87 days)
Full production simulation in a single branch with real hardware/traffic
Validated peripheral compatibility (scanners, ticket printers, POS devices)
Identified login concurrency bottleneck → implemented cache sync + API gateway
Established deployment limits per branch to prevent network/API saturation



Phase 4: Production Rollout (347 days)
Migrated 300 branches overnight (06:00–09:00 maintenance window)
Zero manual provisioning; fully automated from AWX → target nodes
Implemented GitLab CI/CD pipeline: Dev → Staging → Production (JSON template
sync)
Firewall/rule validation integrated via JIRA requests + Ansible compliance checks



Key Challenges & DevOps Solutions
Challenge Solution

Dynamic IP/Network changes NetworkManager Dispatcher + SNMP auto-updates MAC/IP/host in AWX inventory

Auth bottlenecks (2k+ simultaneous logins) In-memory cache sync + API gateway → roadmap to FreeIPA cluster

Scale & parallelism Dynamic job limits per branch; retry-on-failure with idempotent playbooks

Compliance & Auditability 100% Git versioning; AWX execution logs; immutable infrastructure pattern



Tech Stack & Automation Pipeline

Provisioning: PXE, Debian NetInstall, Proxmox VE, KVM
Orchestration: Ansible + AWX (Central HQ Hub)
Identity: FreeIPA / ActiveDirectory sync (SSSD)
CI/CD & IaC: GitLab CI, AWX REST API/CLI, JSON template export
Inventory/Monitoring: SNMP traps, NetworkManager Dispatcher, Dynamic AWX
inventory plugins



Impact & Current State
99% automated migration; 1% manual intervention post-rollout
Consistent, auditable, and reproducible infrastructure across all branches
Open-sourced >30 Ansible roles & tools via gcoop (GitHub/GitLab)
Ongoing: FreeIPA cluster deployment, CI/CD hardening, continuous improvement



AWX Automation Platform

DevOps Milestones & Project Evolution

Branch infrastructure automation across 285+ locations

2022-10-22  → 2026-07-07



Platform Overview

Metric Value

Releases since 2022-10-22 198

Job Templates 155

Projects 201

Inventories 13



Foundation & Core Automation

45  releases

First Proxmox workflows + Dell R350  server compatibility
Initial workstation automation ( wst_upd  v1.7  / wst_ipa )
AWX project scaffold + core team permissions ( awx-test/gcoop/impl/mant/trans )

sysctl  hardening — source route & ICMP redirect blocking



Workstation Ecosystem

47  releases

FreeIPA SSSD tools automation — auto-start krb5kdc/httpd  services

PXE Clonezilla boot  — WST remote recovery/clone via network
Wake-On-Lan batch deployment with SSH readiness check
Firefox migration: v68  → v120  ( ffox120 ) with isolated profiles



Service Expansion

16  releases

CCTV camera provisioning — dedicated inventory + job templates
Printer service automation — ppd  from CDN, cups_ng  configuration
HP Linux Tools detection via BIOS Admin Password + WakeOnLAN workflow
ACSI rules deployment with automatic octal file mode conversion



Security & Compliance

18  releases

sec_chk  job template — automated ACSI compliance reporting
ACSI role refactor + xcontrol  users sudoers management
WST v1.8.1  / Firefox 120  rollout / WST image v1.9.0
Git access token rotation for sgit  VM credentials



Infrastructure Modernization

16  releases

PVE workflow → playbook refactor — idempotent deployments
Debian Installer v11  update (build 20210731-deb11u10 )
CMDB facts collection: WST hardware, disk, network detection
Ansible_vms v0.7.0  — full VM generation on Proxmox



Scale & Reliability

40  releases

wst_upd  1.8.x  incremental series with SREP rollback flag support

ACSI rules bugfixes — automatic file mode octal resolution
Lexmark 531→610  printer driver replacement automation
wst_upd  v1.8.11  / wst_ffx v0.5.0  — inventory v0.48.0



Current State

16  releases

Versioned project names ( ansible_wst_v1.8.13  + wst_upd_v1.8.13 )

ACSI v0.4.16  + auditd  v0.1.0-filiales  role updates
Inventory v0.52.0  — multi-team grants across 6 teams
FreeIPA server migration templates (PVE + VMS + WST branches)



Impact by the Numbers

Category Scope Releases

Workstation Automation wst_upd 1.7 → 1.8.x 16

FreeIPA Integration SSSD + DNS + migration 37

CCTV Deployments Full lifecycle management 14

ACSI Compliance sec_chk  + automated reporting 15



Timeline at a Glance

Period Version Range Focus

2022–23 v0.10–v0.67 Workstation + FreeIPA foundation

2024 v0.68–v0.89 Security, ACSI , Firefox 120 , PVE refactor

2025 v0.90–v0.97 Scale, reliability, wst_upd  1.8.x  series

2026 v0.98–v0.106 ACSI v0.4 , inventory automation, IPA migration



PVE Promox Virtualization Platform

DevOps Milestones in Branch Virtual Infrastructure

Ansible-driven Promox VE cluster automation across 285+ branch locations

2022-10-22  -> 2026-07-07



Platform Overview
Metric Value

Total Releases (since 2022-10-22) 17

Playbooks box-all / box-pve / box-vms / pve-update / vms-*

Target Hypervisor Promox VE (Debian-based)

Key Roles Promox / ACSI / auditd / nut / cloud-init



FreeIPA Server Migration Automation

Automating srep host migration between FreeIPA domains with zero downtime:

v0.9.1  ( 2026-06 ): Full playbook to migrate a srep from old -> new FreeIPA server

v0.9.0  ( 2026-05 ): cloud-init  configuration for new FreeIPA domain bootstrap
Fix vulnerabilities detected in "Copy Fail" and "Dirty Tags" compliance scans
Automated DNS record updates during IPA migration lifecycle



ACSI Compliance & Security Auditing

Continuous security compliance automation for Promox hosts:

v0.8.2  ( 2026-04 ): Updated ACSI role + auditd integration for security auditing
v0.8.1  ( 2025-07 ): Bumped ACSI role to v0.4.14 -- latest compliance ruleset

v0.6.1  ( 2025-05 ): ACSI role v0.4.9 deployment across PVE cluster

v0.5.5/4 : ACSI v0.4.2  + auditd role name fix for requirements.yml

Automatic audit rule generation and compliance report pipeline



Kernel & Boot Stack Management

Automated kernel updates with safe initramfs regeneration:

initramfs regeneration: Added task for safe initramfs rebuild after kernel updates
Fix lint errors in regenerate-initramfs -- ensures idempotent execution
Control flow added to skip regenerate on lint failures -- prevents broken boot
images
Safe upgrade path for PVE kernel without manual intervention per host



PVE Box Image & Repository Infrastructure

Building and maintaining standardized PVE base images with correct repositories:

box-pve playbook: Creates standardized PVE box images for VM deployment
box-all / box-vms: Unified image generation across all PVE cluster nodes
tower-cli fix (v0.5.4): Corrected Promox repository source in box-pve config
box wfw playbook (v0.5.3): Implemented workflow for automated box creation
pipeline
Repository pinning ensures consistent PVE package versions across deployments



VM Lifecycle & Cluster Management Playbooks

Comprehensive virtual machine management automation:

vms-delete-sans (v0.7.0/v0.8.0): Automated VM cleanup -- delete sans VMs without
git tracking
vms-delete-sgit: Git-safe VM removal with automated resource reclamation
vms-backup-disk: Cross-node VM backup disk orchestration
vms-startup-order: Configurable VM startup sequence for cluster boot ordering
pve-kvm-state: Real-time KVM VM state monitoring and reporting
pve-update: Main playbook -- PVE host updates with NUT (UPS) integration



Hardware Compatibility & Network Infrastructure

Expanding supported hardware and network stack automation:

Dell R350  compatibility( v0.2.3/v0.5.2 ): Full support for Dell PowerEdge R350
servers
Nut role integration ( v0.5.1 ): UPS monitoring and graceful shutdown automation
Cloud-init roles: Automated VM provisioning with cloud-init metadata injection
Network stack hardening alongside Promox package updates



APT Source Configuration & Maintenance

Ensuring reliable package management across all PVE hosts:

Valid-Until fix (v0.5.7): Handled apt indexes with Valid-Until attributes
Release info change (v0.5.6): Fixed apt update to allow --allow-releaseinfo-change
Backports fix: Corrected backports apt source in box-pve -- prevents package
pinning issues
Ensures PVE hosts stay updated without manual apt configuration intervention



Timeline at a Glance

Period Version Range Key Achievements

Mid 2023 v0.2.3-v0.5.1 Dell R350  compat, Nut UPS integration, cloud-init  roles

Early 2024 v0.5.2-v0.5.7 Box image pipeline, apt  Valid-Until fix, tower-cli  correction

Mid 2025 v0.6.0-v0.8.1 ACSI compliance chain, backports fix, VM delete playbooks

2026 v0.8.2-v0.9.1 initramfs  mgmt, auditd  integration, FreeIPA migration automation



Core Playbook Modules (ansible_proxmox)
Playbook Purpose

box-pve Create standardized PVE base box image

box-all Generate box images across all cluster nodes

box-vms VM template generation from PVE box

pve-update Main PVE host update with NUT UPS integration

vms-backup-disk Cross-node VM backup disk orchestration

vms-delete-sans Automated sans VM cleanup (no git tracking)

vms-delete-sgit Git-safe VM removal with resource reclamation

vms-ipa-migrate Proxmox-side FreeIPA server migration

vms-startup-order VM startup sequence configuration

pve-kvm-state Real-time KVM VM state monitoring



WST Workstation Automation

DevOps Milestones in Branch Desktop Infrastructure

Ansible-driven workstation lifecycle management across 285+ branch locations

2022-10-22  -> 2026-07-07



Platform Overview

Metric Value

Total Releases (since 2022-10-22 ) 21

Playbooks wst-*  series 50+  modules

Supported Browsers Firefox v68  / Firefox v120  / Chrome

Base OS Ubuntu Desktop (kernel v5.15+ )



FreeIPA & Authentication Integration I

Enabling secure, network-bound workstation identity across all branches:

wst-ipa  playbook ( v1.7.0 ): Created join/unjoin lifecycle for FreeIPA domain
membership
wst-nip  playbook: Automated network interface configuration alongside IPA

enrollment
apt_pin  role ( v1.7.4 ): Pinned critical packages to prevent version drift in IPA stack



FreeIPA & Authentication Integration II

Enabling secure, network-bound workstation identity across all branches:

wst-ipa-uninstall  ( v1.7.5 → 1.7.7 ): Full unenrollment with DNS A  record
cleanup automation
wst-sssd-service : Ensures After=network-online.target  ordering + automatic

restart on failure
fix_owner_fix  ( v1.7.16 ): Skip backup when user folder in srep  is empty prevents

cascading failures



Browser Strategy: Firefox + Chrome

Supporting parallel browser ecosystems for diverse branch requirements:

Firefox role integration: ( v1.7.3 ): Policies, preferences, and extension management

Firefox v68  → v120  migration: Dual-version support with isolated profiles per user
Chrome rollout: Parallel deployment alongside Firefox for branches requiring
Chromium-based features
wst-ffox-policies  + wst-ffox-prefs : Centralized browser policy enforcement via

ADMX templates
Proxy configuration ( wst-ffox-check-proxy ): Dynamic proxy detection and failover



Deployment Reliability & Resilience

Building fault-tolerant workstation deployment chain:

wst-wol-all: Wake-On-Lan batch deployment delegated to spve of each group no
manual intervention
WOL + Wait-for integration (v1.7.19): Native sleep/reboot tasks in wst-update with
configurable timeouts
Kernel upgrade (v1.8.0): Base image moved to kernel v5.15 for modern hardware
support
wst-reboot: Smart reboot playbook with optional no-wait mode - supports
unattended deployments
sftp-mount corrections (v1.7.11): Reliable fileserver for branch shared resources



Security & Identity Health Monitoring

Continuous authentication verification and credential lifecycle management:

wst-ipa-health-check (v1.7.18): Full health probe chain WoL → SSH wait → ipa-hlt-
chk in lightdm greeter-script-setup
wst-krb-chk (v1.4.6): Kerberos keytab validation to prevent auth failures
wst-adminws groups/password management: Centralized admin workspace
provisioning with mac address binding
apparmor + dconf roles: Mandatory access control and desktop configuration
hardening
loginhelper role (v1.5.0): Secure login notification with pre/post session hooks
sudoers role: Centralized privilege escalation policy enforcement



SREP Integration rollback safety and auditability & Control

wst-full playbook: Complete workstation image rebuild all roles in serial batch
strategy
etc-keeper backport ( v1.6.0 ): /etc  configuration versioning via etckeeper +
check-only mode
srep backup awareness: fix_owner skips empty srep  folders, preventing false-
positive rollback triggers
Serial batch deployment: wst-v1.5.0  introduced serial: 1  for controlled rollout
across groups
v1.8.0 kernel base + role bumps (admin, apparmor, cups_ng, etc.): Unified update
chain



Timeline at a Glance

Period Version Range Key Achievements

Oct 2022 v1.7.0–v1.6.0 wst-ipa + wst-nip playbooks created, etc-keeper backport

Early 2023 v1.7.4–v1.7.11 SSSD service management, IPA uninstall, sftp-mount, apt_pin

Late 2023 v1.7.14–v1.8.0 Firefox/Chrome parallel, kernel v5.15, health checks, WoL+Wait

2024+ v1.7.18–v1.7.19 WOL+WFL native in wst-update, reliability hardening



Core Playbook Modules (wst-* series)
Playbook Purpose

wst-update Main workstation role deployment chain

wst-full Complete image rebuild all roles serial batch

wst-ipa FreeIPA domain join/unjoin lifecycle

wst-nip Network interface configuration

wst-adminws Admin workspace + desktop provisioning

wst-desktop-launchers Desktop shortcut management



Core Playbook Modules (wst-* series)
Playbook Purpose

wst-sssd-service SSSD service state & networking ordering

wst-sftp-mount Secure fileserver share integration

wst-wol-all Wake-On-Lan batch deployment

wst-ipa-health-check Authentication health probe chain

wst-kernel-upg Kernel version updates

wst-krb-chk Kerberos keytab validation



References & Resources
Site: https://filiales-gnu-linux.g.coop.ar/
Code: https://gitlab.com/gcoop-libre | https://github.com/gcoop-libre
Story: https://www.gcoop.coop/experiencia-exitosa/infraestructura-como-codigo-
en-el-banco-credicoop

https://filiales-gnu-linux.g.coop.ar/
https://gitlab.com/gcoop-libre
https://github.com/gcoop-libre
https://www.gcoop.coop/experiencia-exitosa/infraestructura-como-codigo-en-el-banco-credicoop
https://www.gcoop.coop/experiencia-exitosa/infraestructura-como-codigo-en-el-banco-credicoop


2026-07-21 How to Provision, Install, Configure, and Keep Thousands of Debian
and Debian-Based Systems Updated

Video: https://debconf26.debconf.org/talks/63-como-aprovisionar-instalar-
configurar-y-mantener-actualizados-miles-de-sistemas-debian-y-basados-en-
debian/
Transcription: https://osiux.com/2026-07-21-debconf26-how-to-provision-install-
configure-and-keep-thousands-of-debian-and-debian-based-systems-updated.html

2022-10-20 HowTo Migrate 6300 hosts to GNU/Linux using Ansible and AWX

Video: https://www.youtube.com/embed/3hjQwbqCUP4
Transcription: https://osiux.com/2022-10-20-howto-migrate-6300-hosts-to-gnu-
linux-using-ansible-and-awx.html

https://debconf26.debconf.org/talks/63-como-aprovisionar-instalar-configurar-y-mantener-actualizados-miles-de-sistemas-debian-y-basados-en-debian/
https://debconf26.debconf.org/talks/63-como-aprovisionar-instalar-configurar-y-mantener-actualizados-miles-de-sistemas-debian-y-basados-en-debian/
https://debconf26.debconf.org/talks/63-como-aprovisionar-instalar-configurar-y-mantener-actualizados-miles-de-sistemas-debian-y-basados-en-debian/
https://osiux.com/2026-07-21-debconf26-how-to-provision-install-configure-and-keep-thousands-of-debian-and-debian-based-systems-updated.html
https://osiux.com/2026-07-21-debconf26-how-to-provision-install-configure-and-keep-thousands-of-debian-and-debian-based-systems-updated.html
https://www.youtube.com/embed/3hjQwbqCUP4
https://osiux.com/2022-10-20-howto-migrate-6300-hosts-to-gnu-linux-using-ansible-and-awx.html
https://osiux.com/2022-10-20-howto-migrate-6300-hosts-to-gnu-linux-using-ansible-and-awx.html

